
January  
2020

Cybersecurity in 2020- 
What to expect?

Mehak Naaz

THE INSE STORY

TALKING WITH THE EXPERT

KNOWLEDGE CORNER

THE INSE JOURNAL

JANUARY EDITION v1.10

Browser Security- 
Calling for revolution



Editor’s note
Dear Readers,  

First of all wishing you all a very happy new year and decade. The 
past decade was phenomenal and ground breaking as far as 
security is concerned. IoT, Machine Learning and AI took the tech 
world by storm. As everything comes with a price, new tech trends 
brought some serious challenges as well. Wannacry, Spectre were 
the highlight of the serious issues that we saw in last decade. As 
we step into the NEW decade, the rise in tech will continue to do 
so but it’s the need of hour that we be well prepare for the 
challenges that may come and avoid the adverse and hazardous 
impacts. In conversation with the experts section, we heard the 
Information security professionals accepting the fact that we have 
come a long way and became more mature but still there’s lot 
more to do. Hopefully this year will be milestone in establishing 
and maturing the security infrastructure effectively. We will look 
forward and keep a hawk eye on what’s coming. Do not forget to 
get the copy of The InSe Journal- the source of infosec world news 
and trends.  

The first edition of the year and decade has plenty to offer as 
usual. We’re glad that this time in our experts’ talk section, we 
featured Mehak Naaz who is leading the security team at  a well 
known MNC. Do read that interview along with the InSe story, 
news, tools and other readings. 

We are overwhelmed to get the feedback and response for TIJ. 
Please do continue it in the same way and we’ll ensure to bring 
the best for you. For queries and feedbacks, The InSe Journal 
website is open for you 24*7. You know where you can find the 
latest instalment of the magazine. Don’t you? Yep, on Amazon 
kindle and insejournal.co.in 

Cheers, 
Ashish Chhatani 
Founder- The InSe Journal
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Browser Security- Calling for revolution

In a recent blog post, Google announced that it is going to make third party 
cookies obsolete. Call it- an advisory, alert or warning or whatever you want, but 
google has made its intentions clear and going to scrap third party cookies to 
strengthen the privacy of web users. Privacy has become pivotal element for 
every organisation and how can google run behind in that race especially when 
it’s a company of data nuclear. In the recently concluded CES event, it came into 
light that google has plan to scrap the third party cookies in two years of span 
time which is 2022. 


In this decision, google has included the interest of web-users, advertisers and 
of course self. As there are still two years left in vanishing the third party cookies, 
till then google has said that  it will continue to keep it more secure and to 
continue to find less invasive alternatives for advertisers so that we can all have 
a “healthy, ad-supported web.” Said Schuh- Director of Engineering, Chrome.


What is Cookie & Third party cookie?

Cookie is said to be a piece of data 
which are stored in users’ browser. 
This cookie helps the advertising 
companies to track your interests 
and other related stuff. Cookie can 
contain the session details along 
with your IP address, visit time, 
surfed items etc. 


Now let’s understand what is third 
party cookie. When a resource on a 
web page accesses a cookie that 
matches the site the user is visiting, 
this is same-site or “first party” 
context. But when an external 
resource on a web page accesses a 
cookie that does not match the site 
domain, this is cross-site or “third-
party” context. 
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Let’s say you are visiting a shopping website and checking for the mobile 
phones. The third party cookie will be stored contains the session information in 
your system/hard drive. Now the advertising company of mobiles, will come to 
know the requirement and interest of yours i.e. budget, specs, colour etc and 
best on that it will create the set of ads again and will use it lure you again when 
you visit the web again. 


So these third party cookies were said be unsafe and was creating a lot of noise 
and issues. Among those issues, user privacy was being compromised. 
Bombarding the user with the ads which he/she by mistakenly saw on the web. 
Google had announced a project named “Privacy Sandbox” back in august and 
they are claiming that we are going to control and limit the third party cookies 
starting this February.


Well, for some it has come as a shocker- ads company and for many it has 
come as a big relief- a fare amount of user community. The revolution was 
already on the cards years back when there were millions of XSS, CSRF and 
other cross site vulnerabilities reported on a regular basis. Some of them are 
still being detected but the number has gone down significantly. 


Apple has always put the user privacy in focus and they are not ashamed of 
marketing that fact which is indeed a good thing. Safari had already blocked 
these third party cookie back in 2017 and FireFox was no behind following 
the footsteps of Apple and blocked the third party cookies last year-2019. 
The pressure was building on Google as the majority of browser surfing 
share goes to it with 66% and the users were seeking the same thing for a 
long time. 


Amidst various compliances like GDPR and CCPA and privacy being in 
focus, this move was always on the cards. When google announced the 
“Privacy Sandbox” project back in August, people were expecting some 
actions on blocking third party cookies as part of the privacy program 
mentioned by the tech giant.


Browser Security- Calling for revolution

The pressure of maintaining user privacy
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With the announcement of scrapping the third party cookie in couple of years, 
the advertising industry and the retailers are in shock. The retailers are said to be 
the most affected as the ad companies will promote the message anyhow about 
the product but its the retailers who will suffer and will be impacted badly. The 
move is called a disruptive one by the market and there is no logic required to 
understand that. For more than a decade, the companies were heavily reliant on 
third party cookies and using it as a weapon to trick and lure the customers to 
increase the business. The chaos will be continued until they find an alternative 
of the third party cookies.


It goes without saying the the browsers are taking the security to the next level 
and actually it is good and was need of an hour. Well, in the fight between legal 
advisors, ad marketers and google, it is customer who will benefit the most and 
will sit back and enjoy the drama. 


The Chaos

About the Author

Aniket is an Information Security Consultant.  He is an 
excellent penetration  tester mainly active on the red 
side. He loves to break the applications and find the 
security loopholes in them. He is an avid reader and 
traveller. 
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Cyber security in 2020: What to expect?

Well, the last decade played vital role in Cybersecurity. The events like wanna 
cry, spectre, meltdown, dirty cow and many more were proved as an eye opener 
for the organisations which took cyber security lightly. So many data breaches 
and hacks took place and badly impacted the organisations revenue as well as 
respect. These so called hacks led and opened the door for complicates like 
GDPR, FedRamp, SOC2, PCI DSS to make sure the standards are in place to 
protect the data very well-be it organisational or customers’.


The other huge transformation was Cloud computing. With the likes of AWS, 
Azure, GCP-the cloud has become one stop solution to store the significant 
amount of data and increase the efficiency along with scalability. Any new 
emerging tech comes with its own pros and cons. Cloud was no different. 
FedRamp was introduced specifically for the organisations dealing with cloud 
data. As the cloud computing saw the incredible rise, hackers were no behind to 
penetrate and breach it. So, these were some of the major highlights of the last 
decade. Let’s talk about what can we expect from the first year of this decade.


Security will head towards more transparency- 
Cloud Security being the Critical one!

As mentioned earlier, Cloud has become the adopted tech loved by everyone, it 
will continue its dominance in this year as well be it legacy colocation tools or 
deployment tools. The services will keep continuing migration to clouds for 
better management of data. Due to this, new horizon of security will emerge. The 
focus will be more on Identity and Access Management, monitoring, advance 
threat detection using proactive scanning in order to support effective 
management and transformation of services.


The cloud security is absolutely necessary and there are several reasons of it. 
The cloud computing is going to be the key factor of organisations’ driving force. 
The public cloud service market estimation is expected to be around $250B by 
the end of this year. The DevSecOps is already on the verge of evolution but 
sadly as per the reports-most of the organisations have failed to incorporate CI/
CD into their application security pipeline. So the ballon of DevSecOps will still 
fly high but at the ground level the first ask is to complete the CI/CD integration 
with security in focus.
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The DevOps teams need to pull up the sleeves and do this thing at the earliest. 
On-prem security processes don’t suit the cloud, but legacy thinking will continue to 
be transferred to the cloud in 2020, creating critical cybersecurity problems for 
organisations. Cloud customers need to be aware and more cautious with the 
threats that are on their way. All the threat detection, prevention and response 
mechanism needs to be in place to assure there are no adverse impacts and 
unwanted series of events.

Finance, Healthcare and Government sectors 
will remain favourites for the hackers

As per the reports and past trends, last decade the healthcare sector witnessed the 
most data breaches- 2546 data breaches which exposed ~190M records. That’s 
huge! Isn’t that? Finance and Government sector is no far behind. They were also 
the prime victims of the data breaches. Who does not know the famous Atlanta 
incident that had 1500-200 security vulnerabilities in the city systems. An absolute 
bizarre! 

API 
security 
in  
focus

If there was something which grew exponentially in the last 
decade- it was APIs. APIs played a role of game changer 
in scrapping the traditional mindset of building apps with 
waterfall approach and single way. The rise of micro 
service architecture was all thanks to APIs where the dev 
teams can build the application blocks separately and 
interconnect them using APIs. The consumption of APIs 
and its market is just mind boggling. SOAP, Swagger and 
thousands of more APIs made developers lives easy. But 
at the same time, the hackers don’t stop chasing them as 
well. They are always there to leverage it at the best 
possible way. The recently exposed Starbucks API incident 
is just a small one but APIs are on hackers’ radar without 
any doubt. Lately, OWASP Top 10 was released 
specifically for APIs. That shows the APIs are being and 
going to be the target. So implementation of best policies 
and standards for APIs will be on point for the companies 
to keep the hackers at the bay.

Cyber security in 2020: What to expect?
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The latest report suggested that the crypto market has reached $253M. This 
clearly speaks that the crypto crimewave is going to take place and that is 
inevitable. The crypto mining and the demands of ransom will come into light as 
the year will progress. The organisations need to form the teams and create the 
plans to tackle the unwanted events like these. Though this will eat up some 
budget but its good for the own sake. There were organisations which didn’t even 
know they were the victims of Crypto crimes. This shows the lack of programs, 
policies, skills and more importantly awareness of it. So it's high time and there’s 
already a red flag about crypto crimes.

More compliances can be introduced

Crypto will spread its wings- be it crypto 
currency or the crimes associated to it

With the growing techs, it was need of an hour to tackle the challenges 
associated with it. The data breaches were always in limelight for entire decade 
be it Facebook- Cambridge Analytica fiasco or Sony pictures hack. Every now 
and then-it was customer who was getting impacted by the mistakes of the big 
tech giants. The confidential information of the customers were exposed so many 
times and in huge numbers carelessly. This is where the compliances came into 
the picture. There were already some compliances introduced but GDPR 
changed the game. GDPR gained the headlines and became the most popular of 
many compliances with provision of protecting the data of customers and getting 
consent of the them. It was introduced in 2016 and since then companies have 
been more cautious about handling the customer records. The fines are so big 
that the organisations are left with no option but to obey and respect it. There will 
be no surprise if any new compliance like GDPR gets introduced by the various 
governments amidst the USA-Iran war diary. If the countries are at war, cyber 
attacks have become the strongest weapons to use. 

Cyber security in 2020: What to expect?
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Mehak Naaz is our security expert of the month. She has got the vast  

experience of 12+ years in the Infosec domain. Her journey from a tech 
consultant to leading the sharp minds at one of the famous MNC is indeed an 
interesting one. Prior to that, she played a vital role at HP. 

In this interview, she shares her journey and throws light on various aspects of 
Infosec domain. We were fortunate to feature her in this edition of the 
magazine. Here’s the brief interview of the expert- Mehak Naaz!

http://insejournal.co.in


1. Please tell our readers about yourself and your journey 
thus far.

I started as a Java/J2EE programmer at Oracle Financials,  went on to Business 
Analysis for a brief while, and later managed large scale software solutions and 
integration projects at HP. What was particularly interesting was the opportunity 
to work on Information Security in 2014 at HP India.  

I now manage the Security Center of Excellence. This team focuses on security 
penetration testing and coming up with secure practice guidelines for different 
technologies. It's been an absolute joy to work in the Security space over the last 
6 years. 

The InSe Journal    insejournal.co.in

2. The two organizations you’ve worked at are both quite 
different. Moreover, the healthcare sector is witnessing 
significant growth and many innovations. Which experience 
was/is more challenging? 

In Conversation with Mehak Naaz

Yes, both are large organizations with different product portfolios. First one 
prepared me well to take up new challenges - thanks to the diversity Sony had 
within itself. While at first one, I managed all security projects delivered from 
India like the ePO, Incident Response and Management, Risk Assessments, DLP, 
Pen Testing, Vulnerability Management for multiple businesses (internal) like 
Sony Mobile, Sony Pictures, Sony Japan, PlayStation, etc. This needed me to work 
with diverse stakeholders and businesses globally and helped me fit into my role 
at Philips. 

Work at Sony was perhaps more challenging because I was new to security, I had 
a big responsibility and a larger portfolio to manage. That said, my work at 
Philips is quite critical; I manage a team that is responsible for Security testing all 
Philips products that are developed and sold today. Since Philips is largely in the 
healthcare space, we are responsible for protecting extremely sensitive data. 
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In Conversation with Mehak Naaz

3. The biggest challenges you’ve faced till date in your 
career? 

Being new to cyber security, ramping up & managing large teams and supporting 
multiple Sony entities across the globe from our India office for the first time 
meant there was absolutely no room for stumbling. This was indeed a challenge 
but something I enjoyed pulling together. 

4. As we step into the new decade, what will be the game 
changing solutions/trends according to you in InfoSec 
world? 
Secure coding is key; if our solutions are built securely, they should be able to 
protect themselves up until a certain level.  

I see many companies adopting devsecops already. From a product security 
standpoint its always a good idea to identify and fix as many security issues as 
possible before they go-to-market.  

5. What are the security measures that are must for an 
organization? 
To list out some of the basics - a strong antivirus, a good firewall and a good end 
point protection solution are very important. On time patch management, no 
hardcoded secrets and adopting stronger encryptions (we call this "the three 
deadly sins" at Philips if the above aren't followed). The other under estimated 
area is awareness - ensuring employees understand the importance of security 
and to not regard Security as merely another checklist item. 

6. Any interesting incident you would like to share where 
you found InfoSec is a serious thing to deal? 

Sony Pictures Entertainment was hacked into in Nov 2014, the hackers stole a lot 
of data, brought most of the network down and published a lot of sensitive data 
to the outside world. This incident was an example to show consequences could 
be disastrous if security isn't taken seriously. I still vividly remember the day 
when I walked into office and saw the skull and crossbones desktop background 
on everyone's computers! 
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7. Things required to lead the team effectively? 

In Conversation with Mehak Naaz

My boss from earlier company was fond of saying hire a person for their attitude 
and then you can train him/her up on just about anything- I couldn't agree more. 
Once you understand the positives and negatives of your team well, you know 
who is right for what role. One needs to understand everybody is different and 
you constantly have to work out ways to get the job done, collectively, while the 
team feels proud about their delivery. 

8. Do you see gender equality in InfoSec or there are still 
some gaps?  
Many initiatives have been taken up by organizations and  industry to encourage 
women to work in security. Yes, there was a time when cybersecurity was 
considered more a male domain, but things are changing. Women are just as 
talented, have the same problem solving / logical thinking ability and can be just 
as successful. 

9. The effective approach to prevent data breach or a hack 
is? 
Quite obviously you can't protect everything you own. There will be breaches, 
there will be hacks, and the numbers will only increase. We need to try and 
protect as much as we can (identify and focus more on the crown jewels), but 
what's more important are learnings from critical incidences and ensuring 
similar incidents do not repeat. There are many solutions that are AI driven and 
I'm sure they will be used more and more moving forward. 

10. What are you looking forward to do? 

I'd welcome opportunities to learn about product security, regulations and 
compliance in the health care industry and working on frameworks that can 
quickly adapt to threats / incidences - something that constantly watches over 
systems to ensure highest level of security at all times and in the face of ever 
increasing likelihood of attacks. 
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Popular coffeehouse chain- Starbucks was 
in trouble as the developers left the APIs 
exposed to the internet. By leveraging these 
APIs an attacker could have gained access to 
internal systems with some serious private 
data. API security is raising the eyeballs for 
all organisations as it has become the soft 
spot for hackers that can allow them to get 
the access to private data. The issue was 
reported by the security researcher and later 
was awarded with $4000 bounty.  

Recently Lampion- a new Trojan was 
identified. It is said to be spread by using 
template emails from the Portuguese 
Government Finance & Tax during the last 
days of 2019. it looks like the Trojan-
Banker.Win32.ChePro family, but with 
improvements that make hard its detection 
and analysis. When the victim clicks on the 
links available in the email body the 
malware is downloaded from the online 
server. The downloaded file is a compressed 
file (.zip) 
called: FacturaNovembro-4492154-2019-1
0_8.zip.

Starbucks APIs get exposed

Lampion- A new Trojan 
knocks the Portugal doors

The InSe News 
Trending news of the month 
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The United Nations has given the nod to 
Russia-China- sponsored resolution to create 
a new convention on cybercrime. The 
Assembly would set up a committee of 
international experts in 2020 that will be 
tasked with elaborating “a comprehensive 
international convention on countering the 
use of information and communications 
technologies for criminal purposes.”  
The committee will meet in August 2020 to 
define the agenda of its activities, but global 
powers and rights groups fear that the 
language is code for legitimizing 
crackdowns on expression. 

A critical vulnerability in Citrix’s 
Application Delivery Controller and 
Gateway was identified which exposed 
almost 80,000 companies at risk. The flaw  
was tracked as CVE-2019-19781 which 
could be exploited by attackers to access 
company networks. As per the reports 
published, it was said- “If that vulnerability 
is exploited, attackers obtain direct access to 
the company’s local network from the 
Internet. This attack does not require access 
to any accounts, and therefore can be 
performed by any external attacker.” 

Russia-China backed 
Cybercrime Convention 

passed by UN

Citrix flaw puts 80,000 
companies at risk

The InSe News 
Trending news of the month 
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Turbolist3r

Turbolist3r is a fork of the sublist3r subdomain 

discovery tool. In addition to the original OSINT 
capabilties of sublist3r, turbolist3r automates 
some analysis of the results, with a focus on 
subdomain takeover. 

It queries public DNS servers for each 
discovered subdomain. If the subdomain exists 
(i.e. the resolver replied with an address), the 
answer is categorized as CNAME or A record.  

GitHub: https://github.com/fleetcaptain/
Turbolist3r 

Quark is an Obfuscation-Neglect Android 

Malware Scoring System. There are already 
plenty of tools available for malware analysis 
engine but what makes Quark Engine different is 
the five stages it is built on- 1. Permission 
requested. 2. Native API call. 3. Certain 
combination of native API. 4. Calling sequence 
of native API. 5. APIs that handle the same 
register. The Dalvik bytecode loader consists of 
functionalities such as 1. Finding cross reference 
and calling sequence of the native API. 2. 
Tracing the bytecode register. It is said that the 
combination of these functionalities not only can 
neglect obfuscation but also match perfectly to 
the design of our malware scoring system. 

Quark Engine

The InSe TOOLS 
Trending tools of the month 
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Automatic API attack

API attack tool, developed by Imperva takes an 
API specification as an input, generates and runs 
attacks that are based on it as an output. It parses 
an API specification and create fuzzing attack 
scenarios based on what is defined in the API 
specification. It identifies illegal resource access, 
XSS, SQLi and RFI, that are targeted at the 
existing endpoints, or even at non-existing ones. 
No human intervention is needed. Simply run the 
tool and get the results. 

GitHub: https://github.com/imperva/automatic-
api-attack-tool 

Dsiem is a security event correlation engine for 
ELK stack, allowing the platform to be used as a 
dedicated and full-featured SIEM system. It 
provides OSSIM-style correlation for normalized 
logs/events, perform lookup/query to threat 
intelligence and vulnerability information 
sources, and produces risk-adjusted alarms. 

GitHub: https://github.com/defenxor/dsiem 

Dsiem

The InSe TOOLS 
Trending tools of the month 
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The breach story 
 Breach that made the headlines
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Wyze data breach exposed 2.4 
millions customers details

Landry’s PoS systems 
compromised, faces payment 

card breach

Wyze, an IoT vendor accepted that it faced a 
breach and the data of 2.4 million customers was 
exposed accidentally. The bizarre thing was it 
was exposed for 3 weeks. The breached data 
includes details like- User name and email of 
those who purchased cameras and then 
connected them to their home, API Tokens for 
access to the user account from any iOS or 
Android device, Alexa Tokens for 24,000 users 
who have connected Alexa devices to their Wyze 
camera,List of all cameras in the home, the 
nicknames for each camera, device model and 
firmware, WiFi SSID, internal subnet layout, last 
on time for cameras, last login time from app, 
last logout time from the app and some more. 
Absolute disaster by Wyze! 

Landry’s- popular US restaurant chain 
revealed that it suffered a data breach where  
its point of sale systems were infected by a 
malware to steal the sensitive information 
like- card number, verification code, expiry 
date etc. Fortunately, the data was encrypted 
end to end. In the release, the company 
informed the malware has been removed and 
assured the customers that there’s no damage 
done and appealed to report any fraudulent 
activity to banks and law enforcement 
department.
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And its Facebook again!

LifeLabs revels data breach 
compromising 15M customers 

info

An unsecured database of Facebook was 
identified containing Facebook user IDs, phone 
numbers and names. The incident was reported 
by the security researcher- Bob Diachenko. The 
number of exposed users data was 267M. Oh, 
Facebook! Are you kidding? It seems that the 
breach and Facebook have become synonyms. 
Facebook can’t stay away from the spotlight. It is 
high time Facebook needs to implement security 
solutions to avoid these kind of tragedies. 
Though it is already having the team of skilled 
professionals, has proven to be insufficient.  

LifeLabs, a well known lab tests provider 
announced about the data breach which exposed 
15M customers personal information. The 
information includes- name, address, email, login, 
passwords, date of birth, health card number and 
lab test results data. The data was obtained by 
gaining unauthorised access to the lab systems. 
The company is said to have paid the handsome 
amount to the hackers to retrieve the data. Again a 
perfect example of why security is an essential 
entity for any organisation . 
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“A person who never made a mistake never tried 
anything new. ” 

         Albert Einstein
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